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FOREWORD 
 

The 2018 marks a crucial moment in the field of personal data protection and the right to 

privacy, labelled by a period of radical legislative and political changes at the European, 

global and national level. At the level of the European Union (the EU), with the opening 

of a new chapter, this area is a one of the top priority, coming amongst other, with the 

most rigorous legislation. 

With the entry into force of the Regulation (EU) 2016/679 of the European Parliament 

and of the Council of 27 April 2016 on the protection of natural persons with regard to 

the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (The EU’s General Data Protection Regulation) and Directive (EU) 

2016/680 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, detection or prosecution of 

criminal offences or the execution of criminal penalties, and on the free movement of 

such data, and repealing Council Framework Decision 2008/977/JHA, Directive (EU) 

2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of 

passenger name record (PNR) data for the prevention, detection, investigation and 

prosecution of terrorist offences and serious crime, including the Council of Europe 

Protocol No. 223 amending the Convention No. 108 for the Protection of Individuals 

with regard to Automatic Processing of Personal Data (Modernized CoE 108), 

ammnedments which are compatible with the core legal instruments of the EU that come 

to support data controllers in the exercise of fundamental rights and freedoms, especially 

in the information society services. 

Continuous technological developments that impose on accelerated collection and 

processing of personal data have a strong impact on the privacy of users and/or 

consumers as data subjects. 

Intelligent mobile devices, the globalization of e-services, trade and migration, among 

other factors, have led to a new scenario in the processing of personal data, in which not 
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only the increase in the capacity to collect, store and process information but the 

associated costs of thereof have become much affordable and cheap. 

At this time, it's possible to know all the habits and behaviors of a person from minute-

by-minute information collected through the geographic location generated by the mobile 

phone, cloud-based photos, or CCTV that record both the image and the voice. In this 

respect, technological developments, such as the so-called Internet of things or Big Data, 

contribute and will make a decisive contribution to the intensification and accessibility of 

these trends.  

The international dataflow, particularly of personal data, has imposed the rule on the 

collection and processing of personal data, including those associated with daily activities 

such as marketing or advertising, both through traditional channels (mail, telephone) 

including online communications. Managing employees, customers and third parties’s 

information by public or private entities, using biometric data through public or private 

entities, video surveillance, the provision of services and goods via the Internet (e-mail, 

social networks, search engines, etc.) or use of personal health records (manual or 

electronic medical records, investigations or pharmacovigilance tests etc.) implies the 

major risk of monitoring the private life of data subjects and mass concentration of 

personal data both in the hands of governments and companies.  

These technological and social developments have spectacularly positive effects for 

individuals, but also involve increased consequences from the perspective of personal 

data protection and privacy. 

Moreover, maintaining a global economic balance in the digital age, to a significant 

extent is based on collecting and generating money from the data subjects as users and/or 

consumers. This is the basis of the business and trading patterns of companies operating 

on the Internet, regardless of the service or services they provide, thus determining the 

functioning of the market and market demand. 

Public authorities also participate in this activity of processing large amounts of personal 

information, which raises great concerns about the limits of collection and the purpose of 

using personal data. 
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The collection and processing of personal data of data subjects, also refer to monitoring 

consumer preferences and/or users’ preferences, which enterprises do on a regular basis- 

activity equivalent to the figures on accesed personal data by the governments exercising 

the control for the purposes of maintaining security, public order and countering 

terrorism. 

Consequently, the current landscape requires those that processing personal data, whether 

law enforcement, public authorities, private entities, etc. to implement new policies and 

comply with pro-active legal instruments of the EU and the CoE in the field of personal 

data protection and privacy, with extra-jurisdictional application, depending on the case, 

including in the online environment. 
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SCOPE 
 

The infinite number of personal data processing activities of the citizens, residents 

residing on the territory of the Republic of Moldova and the nature of the categories of 

such data have led to the need to develop a strategy focused on preventing the excessive 

processing and collection of personal data by setting conditions proportionate to 

legitimate purposes necessary to ensure the conduct the prerogatives of the institutions, 

by transposing the EU and CoE legal standards adopted without infringing the legal 

framework in the field of data privacy, and restraining other fundamental human rights 

and freedoms. 

The “Privacy Research Association” (Asociaţia pentru Protecţia Vieţii Private) is a 

relatively new and unique civil society organization in the Republic of Moldova, 

officially registered on the day of the entry into effect of the European Union General 

Data Protection Regulation on May 25, 2018, becoming more necessary and influential at 

national and regional level.  

Through its establishment, the Privacy Research Association has proposed a strategy for 

the next 4 years to transform its vision into reality, to rapidly diagnose and deliver 

solutions to the issues in all area of state’s activities wherein the human factor is 

omnipresnt, in its capacity as data subject or as a bearer of personal data. 

 

At the same time, the Association is committed to contributing to the promotion and 

transposition at national and Eastern European countries of European standards unique in 

the field of data privacy: the EU General Data Protection Regulation, Directive (EU) 

2016/680 on the protection of natural persons with regard to the processing of personal 

data by competent authorities for the purposes of the prevention, investigation, detection 

or prosecution of criminal offences etc., Directive (EU) 2016/681 on the use of passenger 

name record (PNR) data for the prevention, detection, investigation and prosecution of 

terrorist offences and serious crime, including modernized CoE Convention 108, all 

assumed by the Republic of Moldova when ratifying the European Convention on Human 

Rights, in its capacity as member of the Council of Europe and the Association 
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Agreement between the European Union and the European Atomic Energy 

Community and their Member States, of the one part, and the Republic of Moldova, 

of the other part, always insisting that compliance and implementation is not an end in 

itself but a way to increase the level of security of personal data at their processing and 

reduce sistematically the loss and damages caused by the human rights and fundamental 

freedoms infringements.  

Through this strategy, public policy, legislative proposals and activities in the field of 

personal data protection and the right to privacy will be proposed to uphold the raise of 

awareness, education, capacity-building and support for legal entities, by enforcing 

public-civic partnership. 
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THE TEAM 
 

Activating in the field, developing and maintaining contacts with a diverse community 

from data protection supervisory Authorities, public and private data controllers, and 

partners from EU and Southeast Europe, we have become a dynamic team of qualified 

professionals, IT experts aiming to serve as an impartial, non-partisan center of 

excellence for the promotion and implementation of European standards in the field of 

personal data protection and the right to privacy in order to adjust and strengthen the data 

privacy legal framework at national level. 

Therefore, the aim and ambitions of the team are based on our strengths: successes and 

lessons learned from previous work experience in the field of personal data protection 

and right to privacy.  

MISSION 
 

The Association aims to become a credible guardian for safeguarding the right to privacy, 

protection of personal data at their processing and ensuring the proportionality of the 

application of the competing fundamental rights and freedoms with the right to data 

privacy, and to contribute to the harmonization and implementation of state policies in 
the field, in line with the European legal standards. 

Thereby, we are in charge of: 

1. Monitoring the compliance of the right to privacy and the processing of personal 

data in various sectors of public or/and private activity; 

 

2. Raise public awareness on the protection and promotion of the right to privacy and 

personal data protection; 

 

3. Ensuring a just equilibrium for the enforcement of other fundamental human rights 

and freedoms, competing with the right to data privacy. 
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VISION, OBJECTIVES AND ACTION 2018-2022 
 

Along with the choice of the individual to switch to electronic services and digital 

technologies whose demands on the consumer market are growing, personal data 

protection signals a new accountability in the digital era by calling out for user and 

consumer’s safety and, on the other hand, for transparency towards companies, 

businesses and public authorities. This strategy is our civic commitment to accomplish 

the proposed mission in the next 4 years. 

The vision of the Association is to contribute to the harmonization of the national and 

European dialogue to ensure the proportionality of the right to privacy, family and 

intimate life, and the right to protection of personal data in relation to other competing 

human fundamental rights and freedoms, including in the on-line environments. 

An important part of our role is to take over the European standards in the field of 

personal data protection and the right to privacy, and to cooperate with public authorities 

to regulate the national legal framework in order to ensure and provide uniform and 

consistent protection of personal data of data subjects.  

In cooperation with and through the national institutions oversight, we will act through 

capacity-building, conviction and examples of good practice. 
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OUR VALUES 
 

Impartiality - activity within the legal and policy framework applicable to the field is an 

independent and objective one by identifying an appropriate balance between the 

interests of the institutions concerned; 

Integrity - maintaining the highest standards of behavior and fairness; 

Transparency - we explain what we do and why, in a clear and accessible language to all 

parties; 

Pragmatism - we understand the needs of stakeholders and seek for solutions applicable 

in practice. 

To achieve this goal, a number of major strategic objectives will be subject to the 

monitoring and evaluation to achieve the above-mentioned general objective: 

Objective 1: Increasing the level of protection of personal data and respect for 
data subjects’ privcy in off and on-line environments 
 

1.1. Developing awareness of information policies targeting data subjects in their 

capacity of users and/or consumers; 

1.2. Delivery of hearing and counseling the individuals (data subjects) and civil society 

organizations registered on the Republic of Moldova and representing their 

interests in relation to the law enforcement and other public institutions; 

1.3. Rising awareness on privacy and protection of personal data of children in the 

online environment; 

1.4. Setting-up of collaboration channels with educational institutions, universities and 

academic research groups on the awareness of information, support and adoption 

of European security standards for personal data to their processing and respect for 

privacy in the digital space; 

1.5. Developping of studies, guidelines and other policy papers aiming at preventing 

privacy and personal data protection infrigments, including of other competing 

human rights and fundamental freedoms such as freedom of expression and 

information, access to public documents, freedom of the arts, science and culture, 
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the protection of dignity and reputation, the right to individual property, the right 

to fair competition and freedom of choice etc. 
 

Objective 2. Strengthening transparency, accountability of public institutions 

to respect the right to privacy and the protection of personal data of data 

subjects 

2.1 Establishing and promoting of collaborative dialogue and partnerships in 

the data protection cross-cuting area with the field of health, education, media and 

ICT, elections, police and public safety and security, including financial and 

banking sector etc. with the public state institutions and authorities, the 

autonomous entities including from the left bank of Nistru river; 
2.2 Making audits and databases/records systems administration held by public 

authorities and developing of a code of ethics for personal data processing, 

ensuring thereof security and respecting the right to privacy; 
2.3 Training of data controllers and thereof data processors, including data 

protection officers (DPO) from the public administrations and autonomous 

institutions with regard to the normative framework that regulates the personal 

data protection field; 
2.4 Consultation and endorsement of draft normative acts and cross-cutting 

national policies with the personal data protection and right to privacy through 

uniform transposition of the European standards on data privacy with the 

assurance of proportionality with other competing human rights and fundamental 

freedoms; 
2.5 Developing studies, guidelines and other policy actions to prevent security 

breaches of personal data protection and privacy for public state data controllers in 

line with the European Union’s general data protection Regulation and the 

national regulatory framework. 
 

Objective 3. Strengthening the Association's capacities and active 

representation at national and regional level 

3.1   Accessing to and cooperation within the regional partnerships to identify 

common solutions to regional and cross-border challenges in the area of data 
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privacy, by facilitating international data flows and the transparent function of 

universal electronic services; 

3.2  Promoting of the implementation of European legal standards in the field of 

data protection and privacy and advocacy for taking over and uniformisation 

therof at the national level in order to coope with the cross-border challenges and 

to prevent the national data protection legal framework infrigments; 

3.3  Active participation of the Association into the capacity building activities, 

to contribute effectively to the development of policies, decisions and analysis and 

other public policy documents with national impact. 
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PR&COMMUNICATION TOOLS  
 

We aim to deliver the results set out in the strategy through careful management of our 

resources, clear communication, monitoring and evaluation of performance. 

The strategy has been developed taking into account the target groups to whom it is being 

addressed, which is directed to: 

1. Data subjects: natural persons, citizens and residents of the Republic of 

Moldova 

The fundamental pillar of the protection of personal data and respect for the right to 

private life are citizens and residents, natural persons living on the territory of the 

Republic of Moldova, whose fundamental right will be provided by the Association. To 

help ensure this right, it is necessary to carry out pro-active dissemination activities so 

that they are aware of their fundamental rights and freedoms in relation to personal data 

protection and right to privacy, what they can do in order to request the exercise and 

respect of this right, and to whom they shall address to. 

Particular attention will be given to data subjects under 16-year-old, including children, 

especially to raise awareness of the impact and risks in the online environment.  

 

2. Public state institutions and authorities 

 

Public institutions, in the exercise of their duties and prerogatives, collect and process a 

massive amount of personal data. Taking into account the various areas of activities and 

scope of public service provision, each institution has an important role to play in 

promoting and respecting the protection of personal data and the right to privacy. 

Through various initiatives, our goal is to launch projects that lead to close collaboration 

between different national and local public authorities and instititutions, autonomous 

entities from the left bank of Nistru with the Association for the purpose of awareness 
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and enforcing the right to personal data protection, respect for privacy and the application 

of the principle of proportionality for the exercise of other fundamental human rights and 

freedoms with the right to data privacy. 

Therefore, we will pursue for the development of cross-cutting sectoral initiatives with 

data privacy field in public administration, such as health, social and insurance, 

education, ICT, elections, public security and police, financial and banking, media and 

freedom of expression, and the administration of databases/ record systems etc. 

At the same time, the consultation and endorsement of draft legal acts and sectoral 

national policies with the integration of personal data protection and the right to privacy 

by uniformly promoting European legal standards and ensuring proportionality with other 

competing human rights and fundamental freedoms, represents one of our priorities in 

relation to public authorities. 

3. Data controllers, data processors thereof and DPO (data protection 

officers) from public institutions and civil society organizations  

 

A large part of the Association’s activity will be focused on the co-operation with data 

controllers, the data processors thereof, the DPOs from the national and local public 

authorities, the autonomous public entities, the entities from the left bank of the Nistru 

river, as well as the civil society organizations established on the territory of the Republic 

of Moldova, which altogether and by default, become the main data controllers and fall 

under the provisions of the legislation on the protection of personal data, including, in 

special cases under the European Union data protection Regulation. The DPOs assigned 

by the public entities become, as provided by the EU and national law, direct points of 

contacts between public entity and the National Data Protection Supervisory Authority 

and have the role to assist the institution in the adoption and proper implementation of 

security policies within the entity DPO represents, carrying out proactive activities to 

prevent the security breaches against the personal data stored in the public entity’s 

manual and e-record systems, including defending the right to privacy of data subjects in 

their capacity as employees, customers etc. 
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The Association wishes to help data controllers, data processors of thereof and DPOs 

from the public sector, to comply with and be in line with the legal obligations imposed 

by the data protection national legal framework, with the awareness of information on the 

European legal framework regulating personal data, therefore developing a code of ethics 

for public data controllers while processing personal data, which implies coherence and 

transparency by the state. 
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COMMUNICATION TOOLS 

Objective 1: Increasing the level of protection of personal data and respect for 

data subjects’ privcay in off and on-line environments; 
 

The main directions of activity that the Association seeks to advance under this goal are 

focused on the development of tools and materials that promote education, raise public 

awareness and informing the data subjects about their rights and obligations related to the 

field of the right to privacy and data protection, including the positive obligations 

assumed by the Republic of Moldova once ratifying the European legal instruments 

harmonized continuously and gradually transposed into the national legal framework. 

Particular attention will be paid to damage prevention actions with regard to security 

breaches while processing personal data and ensuring privacy for users of electronic 

services, especially children. To that end, it is proposed to develop educational programs 

for joint intervention in the field of ICT with a view to enhancing internet safety with 

regard to the protection of personal data for all age categories of users, in cooperation 

with all related national authorities: supervisory authority, law enforcement, educational 

institutions, universities and academic research groups. 

At the same time, the Association will become a channel of direct communication with 

data subjects by organizing free audience and counseling of the individuals and of the 

civil society organizations registered in the Republic of Moldova, with the representation 

of their interests in relation to the supervisory bodies and other public and legal 

institutions.  
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Objective 2. Strengthening transparency, accountability of public institutions 

to respect the right to privacy and the protection of personal data of data 

subjects 
 

Likewise, based on public-civic cooperation partnerships with state institutions, we will 

conduct intensive training in mainstreaming the field cross-cutting issues: health, 

education, media and ICT, electoral, police and security, financial-banking and cross-

border transfer, etc., will provide for data controllers consultations and audits for the 

record systems and databases held by the public and autonomous public administration 

institutions, as well as for the data processors of thereof and DPOs in order to comply 

with and to respect the national regulations on the protection of personal data. 

In this activity the participation in the endorsement of draft normative acts and sectoral 

national policies with the integration of personal data protection and the right to privacy 

is also planned through the uniform application of the European legal standards in the 

field of data privacy and ensuring proportionality with other competing human rights and 

fundamental freedoms. 

Objective 3. Strengthening the Association's capacities and active 

representation at national and regional level 
 

Becoming a transparent and co-operative Association, we are aiming to contribute to the 

improvement of information and counseling services for both data subjects and 

controllers, thereof data processors and DPOs from public authorities. This activity, we 

believe, will significantly contribute to increasing confidence and strengthening the 

relationship between data subjects, public institutions and the national supervisory 

authority for personal data prosessing. 

Along with regional representation and cooperation with the aim of promoting at the 

national level, the unique European legal instruments and our commitment to identifying 

solutions to cross-border challenges, the Association, through co-operation with national 

data controllers, will be able to develop qualitative studies, public policies proposals, 
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guidelines and other policy actions on security breach prevention when processing 

personal data and ensuring the right to privacy, including coping with cross-border risks 

and preventing national data protection legalframework infrigments, all these in strict 

accordance with the EU’s data protection general Regulation, in particular in areas less 

explored at national level such as: 

 Protection of personal data and privacy for Internet users, setting-up of 

confidentiality and security policies, taking into account analyzes conducted by 

EU counterparts on security risks and their impact on children in the on-line 

environment and through the use of mobile devices; 

 

 Processing of personal data on web pages for advertising purposes, marketing, 

profiling, cloud usage, cookies usage, etc. 

 

 Develop jointly with law enforcement agencies the Internet related policy 

proposals to prevent child crimes, human trafficking, abusive exposure of victims 

of all forms of violence, denigration, crime and hate speech based on gender, race, 

ethnicity, religion, political opinion, etc., as well as those posted by the media and 
third parties on social networks; 

 

 Developing and promoting, together with public institutions, initiatives on the 

responsible use and re-use of personal data, including through video surveillance 

devices, information and therof anonymization in the public sector; 

 

 Promoting national judicial security by issuing, in co-operation with the 

institutions of law and defense of human rights and fundamental freedoms, 

regulatory projects as a preventive tool that allows the adaptation of regulatory 

proposals to the requirements of the legislation on the protection of personal data, 

avoiding thus legal conflicts and enforcement of human fundamental rights and 

freedoms exercise at the time of application; 

Incorporating the subject of personal data protection into the university’s curriculas, and 

in particular those of a legal, technical and scientific nature. Therefore, contacts and 
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collaborations with universities and technology research groups will be established to 

encourage the study and research of this sector by supporting graduates and young 

professionals with scholarships, research internships, including at partner institutions 

abroad, in such disciplines as law, mathematics, physics, computer engineering and 

telecommunication engineering, which will lead in future to the existence of ICT 

professionals who akwonledge the need for technological developments in their lives 

while respecting the security of personal data and privacy of users/consumers. 

Finally, the effects of migration, globalization, the development of information society 

services and the use of messaging and e-communications for personal and professional 

purposes require the Association to be represented and involved on a regional level to 

continuously monitor the effects and progress of transposition of the EU general data 

protection Regulation and effects across regional cooperation to identify common 

solutions to cross-border challenges. The Association must be present in these regional 

processes in order to effectively contribute to the making of and adoption the decisions 

that may have internal repercussions. 
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COMMUNICATION CHANNELS 
 

With the development of this strategy, we intend to promote various actions and 

initiatives aimed at fostering the attention given to data subjects in the exercise of their 

rights. 

Web-page and social networks 
 

Information towards on the various actions and initiatives aimed at promoting 

communication and the presence of the Association in different environments. Within 

this awareness-raising activity on the fundamental right to privacy and the protection of 

personal data, it is of particular relevance to disseminate the initiatives launched and to 

treat different topics in the field on the official website of the Association. 

Here, the evolution of the initiatives in progress will be analyzed in a simple way, the 

projects, announcements and competitions that have been launched or opinions that 

reflect the position of the Association will be promoted. Furthermore, the Association 

will also be present on the social networks: Linkedin and Facebook, which will allow the 

transmission of the vision and the position of the civil society with reference to a public 

issue in the field of personal data protection directly to the Association. 

Frequently Asked Questions (FAQ) 
  

Besides elaborating and publishing informative materials for the data controllers on the 

web-page, the prerogatives on information and counseling of the Association will be 

extended by generating the electronic application on the web-page of the Association 

“Frequently Asked Questions (FAQ)” on subjects crossing the field of protection of 

personal data. 
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Relationship with media and press  
 

Dissemination by the media of the right to data privacy is an essential tool in both of 

rising the awareness and knowledge by data subjects on the exercise of their rights, so 

that data controllers, thereof processors and DPOs can respect their legal obligations. 

The Association wants to increase the attention of the mass media, which, being the 

fourth state power in the country, contributes essentially to the dissemination of its 

activities and opinions. In order to do so, in addition to maintaining personalized 

communication with data subjects and controllers, regular media meetings will be 

encouraged around various issues or topics of public interest in the field of personal data 

protection and the right to privacy. 

Publication of the annual activity report of the Association 
 

The Association will, in accordance with national law, elaborate and publish annually its 

activity report, which will include the activities undertaken, analysis and development of 

the policy proposals of the main risks and issues in the field of personal data protection, 

taking into account the objectives and initiatives implemented in line with this strategy. 

European Data Protection Day, the Open Doors Day 
 

The annual organization of the European Data Protection Day established on January 28, 

which will also be the Association’s Open Doors Day dedicated to data subjects, 

universities and data controllers, will serve as a meeting point among the Association, 

controllers, data subjects and other institutions, including media to promote this 

fundamental right, inform participants about progress done and respond to society’s 

concerns. 
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